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Abstract:  Hesitant about Internet security has been a 
major obstacle to consumers’ acceptance of electronic 
commerce. The objective of this paper is to assess how 
consumers in Pacific Asia perceive Internet security and how 
much they know about the topic. A total of 182 university 
students from Australia and Hong Kong SAR participated in 
this study. The results show that respondents in these two 
Pacific Asia regions had similar level of e-literacy. Both 
groups were unsure about Internet security and their self-
assessed knowledge of Internet security was relatively low. 
A closer analysis of the data suggests that respondents have 
a tendency to over-estimate their understanding of the 
Internet security. 
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I. Introduction 
 
The rapid growth and influence of the Internet is 
increasingly pervasive in our everyday life. Businesses make 
use of the Internet to facilitate marketing, training, as well as 
improve their relationships with their suppliers and 
customers. Despite an increasing number of consumers who 
adopt electronic commerce, the overall adoption rate of 
electronic commerce has so far been below expectation [1]. 
As a result, much research tries to investigate what 
motivates consumers to purchase products or services online 
[2] [28]. For example, [35] examine choice and convenience 
issues. Interestingly, although security was considered to be 
a building block for electronic commerce growth [29] and 
hesitant about Internet security has been found to be a major 
obstacle to consumers’ acceptance of electronic commerce 
[17] [27] [30] [31] [38] [40], most Internet security research 
focuses on developing more advanced and sophisticated 
Internet security measures [25] [36] [37] and assume 
consumers are knowledgeable about the topic [10].  
Little research to date has examined how much 
consumers know about or understand Internet security. The 
importance of educating company staff electronic commerce 
(e-commerce) knowledge was emphasized in [34]. 
Researchers have proposed to investigate individuals’ 
knowledge of security threats and countermeasures [7]. In 
another study, 275 undergraduate students from three 
different states in the United States were asked how they 
perceived Internet security and whether they knew any of 
the security control techniques used by business [17]. The 
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results show that 80% of respondents believed that Internet 
vendors use security control measures to protect customers. 
In addition, nearly 70% of respondents had heard of 
encryption, about 50% had heard of secure electronic 
transaction (SET), but only one-fourth had heard of secure 
socket layer (SSL). Nonetheless, hearing about certain 
security techniques equals neither understanding nor trusting 
of those security techniques. 
Many consumers worldwide are attracted to use the 
Internet especially the WWW because of its friendly 
graphical user interface. Nevertheless, the majority does not 
know what security measures are used by businesses, how 
the measures work to enhance Internet security, and what 
limitations the measures have. Even experienced computer 
users or Internet users are likely to have only limited 
knowledge on Internet security. The problem is, without a 
reasonable level of knowledge of Internet security such as 
digital certificates, it means that security can be easily 
compromised because of the ignorance of users [36]. If a 
consumer is confronted with a warning regarding suspicious 
server digital certificate while accessing a Web-site, it is 
unlikely he/she understands what it means or knows what to 
do [16]. The objective of this study is to assess how 
consumers in Pacific Asia perceive Internet security and how 
much they know about the topic. 
The rest of this paper proceeds as follows. Section 2 
briefly describes the different components of Internet 
security. Section 3 describes the research methodology. 
Section 4 describes the technology adoption situations in 
Australia and Hong Kong SAR. Section 5 presents the 
research results. Finally, the paper is concluded in section 6. 
 
II.  Internet Security 
 
As the Internet is boundless, how can one party be sure the 
identity of the other party in an Internet transaction and 
ensure information can be exchanged in a secure manner? 
One of the strategies businesses use to tackle this problem is 
the adoption of digital certificates (also known as electronic 
certificates) for Internet communications and transactions 
[3] [33]. Each digital certificate includes information such as 
the name of the certificate holder/organization, a unique 
serial number, the expiration date of the certificate, a copy of 
the certificate holder/organization’s public key, and a digital 
signature of the certification authority. The objective of 
digital certificate is to verify the identity of an individual or 
organization in the cyber world. It is similar to real world 
how individuals use passports to identify themselves. The 
importance of digital certificates should not be 
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underestimated. An incident in 2001 which involved 
Verisign issued two certificates mistakenly as Microsoft staff 
has caused Microsoft Corporation to issue a major update of 
its software [8] [19]. 
The mechanism of digital certificates relies on a public 
key infrastructure (PKI) to achieve on-line authentication [8]. 
Based on a model of trust [12], a PKI is a system for issuing, 
distributing and using public keys used in public key 
cryptography [24] [37]. It comprises digital certificates, 
certificate authorities and key repositories, etc. [12] [24]. 
The underlying mechanism of a PKI relies on public key 
cryptography which was developed in 1970s [21] [24]. 
Public key cryptography involves two mathematically 
related keys - private and public keys. Private and public key 
pairs are issued by trusted third parties called certification 
authorities (CA) [39]. Under a PKI, individuals with no prior 
relationship can achieve confidentiality and authentication 
when they swap information over the Internet or conduct 
electronic commerce transactions [21]. As a result of a PKI 
system, individuals and organizations can digitally sign and 
encrypt email messages. Moreover, two parties, typically a 
business Web sever and a consumer, can set up a secure 
socket layer session to exchange information safely [26]. 
 
III.   Research Methodology 
 
To examine the research questions, we conducted a Likert-
scale style survey. We chose samples from Australia and 
Hong Kong SAR because these two regions were ranked the 
highest in Pacific Asia in Economist Intelligence Unit 
(EIU)’s annual report on e-readiness in 2003. In that report, 
Australia ranked the 9th and Hong Kong SAR ranked the 10th 
(tied with Canada) [18]. Two Scandinavian countries, 
Sweden and Denmark, were ranked number one and two on 
EIU’s 2003 e-readiness ranking. E-readiness measures a 
region’s capability to benefit from the opportunities provide 
by the Internet. Factors considered in the EIU rankings 
include the following: connectivity and technology 
infrastructure, business environment, consumer and business 
adoption, legal and policy environment, social and cultural 
infrastructure, and supporting e-services.  
In January 2004, questionnaires were distributed to one 
hundred and fifty undergraduate students who major in 
accounting in Hong Kong SAR. One hundred and forty 
questionnaires were returned but one was unusable because 
of missing data. A similar survey was conducted in Australia 
in September 2004. Questionnaires were distributed to sixty-
two postgraduate students. Forty-two were returned. 
Participation in the study was voluntary and no incentive 
was provided. 
 
IV.   Computer and Internet Usage 
 
By March 2004, Australia has a population of 20 million [6]. 
Sixty-six percent of households in Australia have computers 
at home and among these five million households, 80% also 
have Internet access [5]. While 83% of Australian businesses 
use computers, only 23 percent of businesses have Web 
presence [4]. 
Similar situation of computer and Internet access in 
households was found in Hong Kong SAR. By 2004, Hong 
Kong SAR has a population of 6.8 million [13]. Sixty-eight 
percent of households in Hong Kong SAR have computers 
at home and nearly all these household (89%) have Internet 
access [14]. Nevertheless, the penetration rate of computer 
and Internet in the business sector is much lower in Hong 
Kong SAR than Australian businesses. Only 55% of Hong 
Kong SAR businesses use computers. The percentage of 
Web presence is even lower with only 14% [15]. 
The Hong Kong SAR government introduced a new 
multi-application smart identity card to its residents in 
August 2003. In addition to immigration purposes such as 
facilitating automated immigration clearance at border 
control points, a Hong Kong SAR smart identity card 
includes several non-immigration applications. Residents 
can now use the digital certificates embedded in their 
identity cards to update or check personal data kept by the 
government. With the embedded digital certificates, 
residents can encrypt email messages, conduct on-line share 
trading and on-line betting etc. [23]. Residents can use the 
digital certificate free for one year because the Hong Kong 
SAR government wants to encourage its people to adopt 
electronic commerce [32]. By the beginning of August 2004, 
over 420,000 smart identity card holders have opted for the 
free digital certificate [22]. This figure equals to around six 
percent of the population.  
A high Internet connectivity rate or even ownership rate 
of digital certificate does not necessarily lead to individuals’ 
acceptance of electronic commerce. The Finnish government 
issued a voluntary electronic identification card (EID) to its 
residents in 1999 [11]. It offered a low-priced digital 
certificate at 10 Euros to its residents. Nevertheless only ten 
percent of Finns were willing to pay for the digital certificate. 
It is unclear how many Finns use the certificates in the end 
[9]. Given the Finland example, this explorative study aims 
to investigate how the consumers in Pacific Asia perceive 
Internet security, how much they know about Internet 
security, and how ready they are in using digital certificates 
for electronic commerce transactions. 
 
V.  Results 
V.1  Demographics 
A total of 181 cases were used in the analysis. About two-
third of respondents were female and the average age of 
respondents was 21.7. Furthermore, about two-third of 
respondents had five to eight years experience of using 
computer. The mean of Internet experience was 5.46 years. 
Nearly all respondents had computers at home (96.1%). A 
breakdown of the demographics of the two samples is shown 
in Table 1. 
Among the 139 Hong Kong SAR respondents, 72% were 
female and 28% were male. They aged from 20 to 23. The 
average age was 20.8. Two-third of respondents had five to 
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eight years’ experience of using computer. On average, 
respondents had 5.3 years experience of using the Internet. 
Ninety-nine percent had computers at home. Forty-five 
percent of Australia’s 42 respondents were female and 55% 
were male. The Australian respondents had a wider age 
range from 21 to 37. About one-third of the respondents 
aged between 21 and 23. Their average age was 24.79. 
Similar to the Hong Kong SAR respondents, nearly two-
third of the Australian respondents had five to eight years’ 
experience of using computer. The ownership rate of home 
computer in Australia was slightly lower with only 86%. Yet 
they appeared to have more experience of using the Internet 
with an average of 6 years. 
 
Statistical tests were conducted to compare the 
demographic features of the two samples. As data do not 
fulfill the assumptions of t-test, Mann-Whitney U test was 
used. The results of U-test show that Australian respondents 
were relatively older and had more computer and Internet 
experience than Hong Kong SAR respondents. 
V. 2  Perceptions and knowledge 
In addition to providing demographic details, respondents 
were asked to indicate the following in the surveys in a 
seven-point Likert scale: 1 indicates none, very insecure or 
very unlikely; 7 indicates very well, very secure or very 
likely. 
• perception of Internet security 
• self-assessed level of knowledge of Internet security 
• self-assessed level of knowledge of public key 
infrastructure (PKI) 
• self-assessed level of knowledge of certification 
authorities (CA) 
• self-assessed level of knowledge of digital certificates 
• intention to use digital certificate to encrypt emails 
• intention to use digital certificate to access Internet 
banking services 
• intention to pay fees to acquire/keep digital certificate 
In view of the demographic differences noted above, 
responses of two samples on Internet security perception and 
knowledge were reported separately and Mann-Whitney U-
test was used to investigate the difference across the two 
regions. Table 2 shows the comparison results. Overall, there 
was no significant difference between the two samples in 
terms of their perceptions and knowledge of the Internet 
security, and their intentions to use digital certificates. 
Respondents in both regions have a similar perception of the 
Internet security and perceived the Internet to be neither 
very secure nor very insecure (mean=3.83 and 3.55). The 
average self-assessed knowledge of Internet security in 
general of the Hong Kong SAR respondents was 3.68 and 
only one respondent indicated he/she had no knowledge of 
Internet security. The average self-assessed knowledge of 
Internet security in general of the Australian respondents 
was 3.57. The differences between the two regions on 
Internet perception and knowledge were statistically 
insignificant.  
 
As the two samples showed no significant differences 
regarding their perceptions and knowledge, further analysis 
was conducted by aggregating all the respondents (Table 3). 
Interestingly, respondents’ self-assessed knowledge of PKI 
(mean=2.46) in both regions was much lower than their self-
assessed knowledge of Internet security (mean=3.66). Fifty-
four Hong Kong SAR respondents indicated that they knew 
nothing about PKI. Such a discrepancy in knowledge existed 
also for respondents’ self-assessed knowledge of certific-tion 
authorities and digital certificates. The respondents’ average 
knowledge of certification authorities and digital certificates 
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were 2.80 and 3.21 respectively. With reference to Table 2, 
Hong Kong SAR respondents’ average knowledge of digital 
certificates was slightly higher than the Australian 
counterparts (Hong Kong SAR= 3.29; Australia = 2.90). It is 
unsurprising that the Hong Kong SAR respondents had a 
higher average knowledge of digital certificate than the 
Australian counterpart because more people owned digital 
certificate in the samples. Nevertheless, such a difference is 
statistically insignificant. 
Most respondents in both regions were not keen to use 
digital certificates. Although studies have described emails 
as a killer application for the Internet [20] and most 
respondents used electronic mails regularly, more than half 
of the respondents indicated that it was highly unlikely for 
them to use digital certificates to encrypt email (mean=3.04). 
Their intention to use digital certificates for Internet banking 
were slightly higher (mean=3.67). With a mean of 2.48, 
respondents were unlikely to pay fees to acquire digital 
certificates.  
 
The Friedman test was then used to further examine the 
different types of self-assessed Internet security knowledge 
(Table 4). The results show that the levels of self-assessed 
Internet security knowledge were inconsistent (Chi-
square=129.67). Further analysis shows that both Hong 
Kong SAR and Australian respondents’ self-assessed levels 
of knowledge of Internet security in general were 
significantly higher than the others. 
 
Likewise, the Friedman test was used to examine 
respondents’ intentions to use and acquire digital certificates 
(Table 5). The results show that respondents’ intentions were 
inconsistent. Respondents were more likely to use digital 
certificates for Internet banking instead of email application. 
More importantly, their intentions of using digital 
certificates were higher than their intention to acquire the 
certificates.  
 
As this is an explorative study, we also examined the 
correlation among respondents’ different perception and 
knowledge measurement items. Results of Spearman’s Rho 
indicate that respondents’ perception of Internet security was 
not related to their levels of knowledge and was only slightly 
correlated with their intention of using digital certificates for 
Internet banking. Nonetheless, their intentions to use digital 
certificate was significantly correlated to their levels of 
knowledge in Internet security. 
 
VI.   Discussions and Conclusions 
 
In summary, the results of the study show that respondents 
were unsure how secure Internet is. Moreover, their self-
assessed knowledge on Internet security was relatively low. 
In a Likert scale of 7, their lowest means of self-assessed 
knowledge was only 2.46. Similarly their intentions to use 
digital certificates were low with means between 3.04 and 
3.67. Comparisons of two groups show that other than 
demographic differences, there was no significant difference 
between the two samples in any measurement item. That is, 
respondents in both regions have similar level of e-literacy 
and readiness to use digital certificates. 
Further data analyses indicate that the self-assessed 
knowledge of several key concepts relating to Internet 
security (PKI, CA and digital certificates) of respondents in 
both Australia and Hong Kong SAR was significantly lower 
than their self-assessed knowledge of Internet security as a 
whole. Such inconsistency raises an interesting question: did 
consumers in Australia and Hong Kong SAR really know 
about Internet security or did they over-estimate their 
understanding? While one may argue that such 
overconfidence phenomenon is unsurprising, so far no 
empirical data was provided by any existing research to 
prove it. 
Similar inconsistency was found over their intentions to 
use and acquire digital certificates. While the means of 
intention to use digital certificates were between 3.04 and 
3.67, their intention to pay fees to acquire or keep digital 
certificate was significantly lower (mean=2.48). Results 
indicate that respondents might have intentions to use digital 
certificates, but they were not interested in paying fees to 
acquire the certificates. Although the residents in Hong 
Kong SAR will be given free certificates, they were as 
unlikely as their Australian counterparts to use the 
certificates. Results also suggest that between the two types 
of digital certificate application, respondents were more 
456                                                                                                                              NENA LIM, COLIN FERGUSON 
likely to use digital certificates for Internet banking and did 
not concern much about confidentiality of their emails.  
The results of the study are useful to Internet vendors as 
they reflect the level of e-literacy and consumers’ intentions 
to use digital certificates in Internet transactions in Pacific 
Asia. Consumers need not be experts in Internet security but 
a basic understanding is necessary [16]. As respondents in 
both regions were university students, one may argue that 
generalization of conclusions should not be extended beyond 
this particular group of consumers. Nonetheless, being the 
“elites” of societies, if university students do not understand 
the concept of Internet security, how likely is it for the other 
consumers to understand it? As results indicate that 
respondents had low intention to pay for digital certificates, 
we recommend that if governments want to encourage e-
commerce, they should provide free digital certificates to 
their residents. Moreover, results show that consumer’s 
knowledge of Internet security is significantly related to 
their intentions to conduct Internet transactions. We 
recommend that in addition to promoting more digital 
certificate applications, governments should provide more 
education on Internet security to residents. People other than 
security professionals or students who major in computer 
science or information systems should have opportunities to 
learn about this topic. By understanding what digital 
certificates are, how they work and their pros and cons, 
consumers may be more willing to engage themselves in 
electronic commerce. With regard to further research in this 
area, researchers may consider developing a conceptual 
model and examine the interrelations among consumers’ 
perception, knowledge and intention. 
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